protecting children ’

Cyber bhullying

Advice for young people

If you wouldn’t say it, don’t send it.

#DontSayDontSend

www.Kidscape.org.uk/dontsaydontsend




Cyber bullying is the misuse of digital technologies or
communications to bully a person or a group, typically
through messages or actions that are threatening and/
or intended to cause offence, anxiety or humiliation.

Behaviour includes... 5 g chiden T

Abusive comments
Rumours, gossip and threats made using digital communications and/or
technologies - this includes internet trolling.

Sharing images
Circulating photos, videos or personal information without the consent of the owner
and with the intent to cause harm or humiliation.

Hacking & impersonation
Accessing someone's email, phone or online profiles to extract and share personal
information, or to send hurtful content while posing as that person.

Creating dedicated websites
Posting content that is intended to cause harm, make fun of someone or spread
malicious rumours.

Blackmailing
Pressurising someone to do something they do not want to such as sending
a sexually explicit image.



http://www.kidscape.org.uk/advice/facts-about-bullying/what-is-sexting/
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#DontSayDontSend
Always think before you post!

Kidscapd

The cyber world is the real world e AP
with real consequences, so make sure you always
consider the following points hefore you hit send.

Would you say it to someone’s face? No? Then don't say it in cyber space. Behind each
screen is a human being, how do you think your comments might make them feel?

Will | feel good or different about it later? Social media comes with one golden rule,
don't post when you are angry. A split second of rage can have permanent consequences.

Why am | posting? Does your post really reflect your personality and values? Don't follow the
crowd or post just to gain attention, as you might not like the response you get back.

Can this be interpreted differently? Sarcasm and irony do not often transfer well into a
short social media post or text. Think about how others may read it; could it be seen as offensive?

Am | being kind? Treat others with the respect that you would like to receive. If you read it
about yourself, would it make you feel good?

Is it really private? People often excuse offensive posts based on the idea that their page is
private. Facebook statistics suggest that the average young user has up to 300 online friends. This
private profile suddenly doesn't seem so private at all.

Do | have permission? You might find that bad photograph of your friend amusing, but the
likelihood is that they will not. Don't share content that will embarrass or humiliate someone.

Would I like me? If you were a stranger looking at your profile, what would you think? If most of
your posts are critical, unkind, offensive or negative, how do you think you are being perceived?

Is it Iegal? In the eyes of the law, posting is publishing, just the same as if it was written in the
newspaper. Harassment, hate speech, threats of violence, ruining someone's reputation can all be
used as evidence in a legal case against you. Sharing sexually explicit images of someone under 18
can also be a criminal offence, even if you are a minor yourself.







